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ABSTRACT

Current mobile communication system is in the mid-process of conversion from 4G LTE to 5G network. According to
the generalization of mobile communication services, personal information such as user’s identifiers and location information
is transmitted through a mobile communication network. The importance of security technology is growing according to the
characteristics of wireless mobile communication networks, the use of wireless shared channels is inevitable, and security
technology cannot be applied to all network system elements in order to satisfy the bandwidth and speed requirements. In
particular, for security threat analysis, researches are being conducted on various attack types and vulnerability analysis
through rogue base stations or attacker UE to make user services impossible in the case of 5G networks. In this paper, we
established a 5G network testbed using open sources. And we analyzed three security vulnerabilities related to NAS COUNT
and confirmed the validity of two vulnerabilities based on the testbed or analyzing the 3GPP standard.
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